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In MSME sector, Fin Tech companies are
serving the SME sector either directly by
themselves or indirectly as intermediaries
between the Non-Banking Financial Companies
(NBFCs) and SMEs, with reasonable
professional fees or charges. They offer a
variety of financial products and services
ranging from long and short term lending,
invoice discounting, peer to-peer interactions
and financial consultancy thereby steadily
shaping itself to be a financial game changer
for India. It has undoubtedly opened up
numerous avenues and opportunities for
MSMEs by offering credit with easier terms and
flexible payment options which were either not
available or very difficult to arrange, previously.

Credit Management
Fin Tech Lending in India
Introduction
‘Fin-Tech Lending’ has become the buzzword
of recent times and it has gained further
momentum during Covid19 pandemic. It relates
to the latest technology driven online lending
solutions.
Fin-tech is an acronym for
"financial technology" and is part of the
worldwide innovation boom. When fintech emerged in the 21st century, the term
was initially applied to the technology employed
at
the
back-end
systems
of
established financial institutions. Since then,
however, there has been a shift to more
consumer-oriented services and therefore a
more consumer-oriented definition. Fin-tech
now includes different sectors and industries
such as education, retail banking, fundraising
and investment management to name a few.

Business Models of Fin Tech lending
The traditional model of accessing potential
borrowers for their credit requirement is of
credit underwriting and entering into loan
agreements through brick and mortar outlets
supported by call centres. Banks and NBFCs
rely heavily on hardcopy documents, on
traditional data sources like income statements
and credit scores, on face to face meetings and
on wet signatures. This makes technology just
another support system for the brick and mortar
world of doing business. Fin tech companies in
India have given a new twist to business model
by full leveraging of technology and true
digitisation in the lending business.

Fin-tech is the
future of financial
services.
‘FinTech Lending’ is
a combination of two words - ‘Fin-Tech’ and
‘Lending’ which jointly refers to the technology
driven online credit facilities to mainly reach the
unreached and to serve the un - served based
on new business models and innovations in a
more efficient, cheaper and customer-friendly
manner than the traditional institution based
financing techniques.

Covid-19 will likely be an inflection point for a
surge in contact-less and paper-less lending.
Covid has fast tracked digital transformation in
the lending industry, similar to how
demonetisation catapulted digital payments in
India. 2020 looks like the year where the line
between NBFC’s and Fin-Tech has blurred,
giving rise to digital NBFC’s and phygital FinTech’s.

Currently, Fin-tech players in lending are
offering services in three major segments viz.
small and medium enterprise lending,
consumer lending and online lending platforms,
of which small and medium enterprise lending
is the most promising and crucial one, for India.
1
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The two segments that have been witnessing
an adoption to new model of Fin tech lenders
are
 Urban individual consumers and
 MSME segment.

customer base either directly by
setting up NBFCs (like Flipkart) or by
partnering with financial institutions
(like Ola).
6) P2P model: Fin- tech Companies
like Faircent have set up P2P lending
platforms in order to connect
borrowers to affluent individuals with
excessive liquidity. The Individual
nature of lenders as opposed to
institutions separates this model from
marketplaces.

Some of the prevalent Fin Tech Model for
lending in India:
1) Bank Fin tech partnership model:
In certain segments like travel, food
and hospitality Etc., banks have tied
up with Fin-tech companies that
source and underwrite potential
borrowers for banks. Indifi is an
example of this model.

Data Analytics Driven Collections to go
Phygital
Fin-Tech’s have largely managed collections
via data analytics led sms / phone / email
communication and limited on-ground collection
teams, however with the target customer base
of Fin-tech’s being thin-file or New-to-Credit
borrowers, they may be particularly vulnerable
to the covid19 cash flow disruption. As a result,
there will be an increase in on-ground
collections either through in-house teams or
collection-agency outsourcing. Additionally, Fin
tech firms are using bureau analytics enabled
Propensity to Pay models to find which
customers have taken moratorium, whether
they are paying other financiers, stacking loans,
etc.

2) Point of Sale transaction based
lending: Credit is extended using
data of electronic transactions at
POS and against future receivables
at POS. This is the model that the fin
– tech co. “Happy Loans” works.
3) Invoice discounting exchanges:
Some Fin-tech companies like KredX
operate exchanges where unpaid
invoices can be discounted by SMEs
to a network of financiers (Banks,
NBFCs), wealth managers and retail
investors.
4) Marketplaces:
Example
of
Marketplaces is Paisa Bazaar which
connects borrowers with financial
institutions. They provide the value
addition of digitizing the entire supply
chain to provide borrowers with a
seamless digital experience.

Fin-tech in MSME Sector
Realizing
the
funding types and
requirements
of
MSMEs, the FinTech lenders have
come up with innovative and flexible lending
techniques to offer hassle-free credits with easy
borrowing terms, quick approvals and minimum
documentation requirements. Fin-Tech lenders,

5) Captive models: Companies that
exist in entirely different businesses
are entering the lending space in
order to lend to their captive
2
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empowered with skills of big data analysis and
machine learning, apply both traditional and
non-traditional methods to assess the credibility
of the MSMEs before lending. All these provide
Fin-Tech lenders a further impetus over the
traditional lending institutions to offer credits in
minimum possible time.

enjoy benefits of both balance sheet
lending and market place lending by
offering funds from their own capital
and acting as intermediaries between
borrowers and investors, as well.
 Invoice lending: Invoice lending
simply means offering short-term
credits against trade receivables by
Fin-Tech
lenders,
following
marketplace approach mostly at the
request of the supplier MSME. FinTech
companies
such
as
Loanzen
(Bangalore), Kredx (Bangalore), Indifi
(Haryana) and Zuron (Maharashtra)
etc. are working for Indian MSMEs in
the field of invoice financing.
 Supply Chain Finance: In this case
Fin-tech firms meet the short term
liquidity crunch or working capital
requirement of MSMEs by allowing
early credits against trade receivables
on the basis of the financial credibility
of the buyer. In fact, this category of
Fin-tech lending to MSMEs is initiated
by the buyer.

MSME Fin-Tech lending in India can be broadly
categorized under the following five distinct
categories
 Market place lending: Market place
lending is frequently termed as peer to
peer lending. Under this category,
FinTech lenders offer a virtual or online
market place/platform where borrowers
and investors can interact with each
other virtually. Here, FinTech lenders
play the role of an intermediary or a
facilitator
or
a
‘matchmaker’.
Lendingkart Technologies Private
Limited (Ahmedabad), InnovitiPayment
Solutions Private Limited (Bangalore)
and Faircent (Gurgaon) are the three
main FinTech lenders, operating in this
segment, in India.
 Balance Sheet Lending: Balance
Sheet lending is different from market
place lending in the sense that here,
FinTech players are not acting as
intermediaries or facilitators, rather
they themselves work as lenders and
provide short term finances to the
borrowers out of their own funds. Two
Bangalore based FinTech firms
namely, Instakash and Capital Float
are the early players amongst others
like
NeoGrowth
(Maharashtra),
ZipLoan (Blue Jay Finlease Limited,
Delhi), FlexiLoans TechnologiesPrivate
Limited (Maharashtra) etc.
 Market place Hybrid model: In case
of hybrid model, Fin-Tech firms can

Conclusion
We may draw a conclusion that given the
supportive environment and infrastructure, it
may turn out to be a potential vehicle of
alternative source of financing to the various
sections of borrowers including MSMEs in India
and thereby foster the economic growth of the
country. With ongoing initiatives and upcoming
legislations by the government, it is only a
matter of time when traditional financing
agencies specially, banks will cope with new
technologies and go hand in hand with Fin-tech
lenders to rejuvenate the world of financing in
India.
The proposal for setting up of the India MSME
Stack, introduction of the Trade Receivables
3
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Discounting System (TReDS), launching of
Udyami Mitra Portal and arrival of the big ecommerce companies like Amazon, Flipkart
and eBay etc. to partner with the existing
players of Indian Fin-Tech lending industry etc.
are to mention a few of such welcoming steps
to strengthen the existing Fin-Tech Lending
milieu in India.

in your life. So, basic things like doing your own
homework, writing your own papers, and
generally doing your work ethically and honestly
are the building blocks of academic integrity.
Professional Integrity
Next, let us explore professional integrity and
relative aspects. As we know, integrity is one of
the essential values an employer always seeks in
his employees. So professional integrity is when
a person adopts his values and integrity to his
chosen profession and job.

Mirza Hasnain Ali
Faculty, STC Noida
---------------------------------------------------------------

HR Management

Sound moral and ethical beliefs and basic
honesty are highly valued characteristics in an
employee. Such an employee behaves morally
with his co-workers, his superiors and all other
stakeholders of the organization. Acting with
integrity and honesty is a definite advantage in
the workplace. It builds trust and people are
drawn towards such honest and dependable
behaviour. Integrity in workplace also promotes a
positive environment which encourages higher
productivity.

Integrity – A way of life
There is a famous
saying
which
perfectly describes
integrity. “Honesty
is telling the truth to other people, integrity is
telling the truth to myself” The word ‘integrity’
itself has a Latin origin. It is derived from the
word ‘integer’ and means to feel whole, i.e. a
complete person. So, it refers to the sense of
completeness and togetherness one enjoys
when one lives one’s life honestly and morally.
So, a person who has integrity will act and
behave as per set values and beliefs they hold
dear. Let us explore this concept briefly.

Integrity characteristics in your journey
through life
 Value integrity. Recognize who you
are and the values that you aspire to.
Provide others with the confidence of
knowing that your intentions and
actions are always genuine. Be
prepared
to
compromise your
viewpoint, but never your principles.
 Be true to yourself. In staying true to
your beliefs, be sure to do right to
others and to always take the high
ground. Trust your instincts rather than
seeking validation from others. You
have to live with yourself for the rest of
your life.
 Keep good company. Surround/find
yourself with good people. Support
each other. Allow them to serve as role

Academic Integrity
Academic integrity refers to the ethical policies
and moral code employed in the academic world
by all members. It involves being honest and
doing the right things even if you get no
recognition for doing so. It involves being honest
and correct when no one is watching.
Integrity leads to trust-building among colleagues
and friends. It is also the sign of a good future
leader. It is a good habit to develop early in your
life; it will hold you in good stead as you progress
4
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models that inspire you to become a
better you. And look for ways to help
others grow in honour and integrity.
Be confident. Don’t let your behaviour
be influenced by others who do not
share your values; hold yourself to a
much higher standard –– your
conscience. Your character is on
display every moment of every day.
Make sure it reflects well on you and
causes people to feel proud to call you
a friend.
Do what’s right. Make good choices.
Follow the spirit as well as the letter of
the law. The bigger decisions often get
your full attention, allowing you to
make a decision of higher quality, but
is it same with small decision? Usually
not; and you take wrong/inferior
decisions and gradually it adds up to
some big problems. Care not only
about where life is taking you, but
about how you’re getting there as well.
Be honest and transparent. Over the
years, you have done things in a
certain way until they have become
your habit. When the situation arises,
you don’t think about it, you just resort
to habit. So develop positive habits.
Remember, when you stand for
honesty, everything you say carries the
voice of credibility. But when you’re
dishonest, your soiled reputation will do
the speaking for you. The fact is,
honest people never fear the truth.
Honour your word. Every time you
make a promise, you put your honour
and integrity on the line. Keeping that
promise should be as important to you
as it is to the recipient. It may not seem
like a big thing when you fail to keep
your promise, but every time you break
one, you erode a little of the trust
between you and the recipient.

Trusting and healthy relationship
require you to honour your word.
 Accept personal responsibility. Be
prepared to accept the consequences
of your actions. Be aware that yours
will not always be the most popular
road travelled.
 Be resilient. Knowing what’s right isn’t
as important as doing what’s right.
Hard
work and sacrifice
build
character, contribute to success, and
promote happiness. This is the reality
that ultimately matters.
 Make a difference. Be a positive force
in people’s lives. Make people feel
special; listen to their needs; find some
ways in which you can help them; help
them without expecting something in
return. When you genuinely feel happy
for their achievements and they see
that you have value to offer and you
can be trusted; giant stride have been
taken in building a new, healthy
relationship. The more you do for
others, the happier you’ll be.
Integrity is a trait that goes a long way in making
people a better version of themselves, better
human beings in general. Successful people live
with integrity. And a person with true integrity
does things because it is the right thing to do,
and never for any praise or recognition. They
say what they do and they do what they say.
They are trusted by those whom they interact
with and they build healthy relationships with
absolute ease. These relationships then help
them to achieve bigger and better things.
Chandan Kumar Ray
Faculty, Staff College, Lucknow
---------------------------------------------------------------
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 This is basically for making the
smaller units big by helping and
handholding, in particular, by
solving their problems and
grievances.
 To help the MSMEs in this difficult
situation in terms of finance, raw
materials, labour, permissions, etc.
 To help the MSMEs capture new
opportunities in manufacturing and
services sectors.
 To identify the sparks, i.e., the
bright MSMEs who can withstand
at present and become national
and international champions.
 This is basically for making the
smaller units big by helping and
handholding, in particular, by
solving their problems and
grievances.
 The government has implemented
artificial intelligence (AI) and
machine learning (ML) tools on its
single window system 'Champions'
a move aimed at gaining insights
into issues faced by MSMEs and
providing assistance to them.

General Banking
Digital Initiatives in MSME Sector
IT is playing an important
role in day to day
activities and has a great
impact on all aspects of
life. IT has become very
important in the business
world also. Use of correct technology for
businesses can lead enterprises to great
success. IT can be used by Enterprises for
learning, marketing and advertising, selling
their products and services and trading.
We all knew “how important is MSME sector”
for Indian Economy. Robust IT can enhance
MSMEs’ efficiency, reduce costs and expand
market reach, at domestic and international
level. With the greater use of IT not only
MSMEs will able to transfer their traditional and
conventional method businesses into an
updated and contemporary business but also
innovate their products and services, thereby
giving a boost to their business and encourage
slow MSME sector to grow faster.

2. MSME SAMADHAAN:
 Ministry of MSME has taken an
initiative for filing online application
by the supplier MSE unit against
the buyer of goods/services before
the concerned Micro and Small
Enterprise Facilitation Council
(MSEFC) of his/her State/UT.
 The buyer is liable to pay
compound interest with the
monthly rests to the supplier on the
amount at the three times of the
bank rate notified by RBI in case
he does not make payment to the
supplier for his supplies of goods
or services within 45 days of the

Government is playing an active role in
upgrading the IT so as to facilitate MSMEs and
assist them through all the stages in the
business cycle. In recent years Government
has come up with various user friendly IT
platforms to guide, empower, ease and support
the MSME sector of the country.
 New Digital Initiatives
1. Creation and Harmonious Application
of Modern Processes for Increasing the
Output
and
National
Strength
(CHAMPION):

6
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acceptance of the goods/service
rendered.
 Any Micro or small enterprise
having valid Udyog Aadhaar
(UAM) can apply.

Public Procurement Portal for
MSMEs.
 The objective of the portal is to
monitor the implementation of the
Public Procurement from MSEs
by Central Public Sector
Enterprises (CPSEs).

3. TReDS:
 TReDS is an electronic platform
for facilitating the financing /
discounting
of
trade
receivables of Micro, Small and
Medium Enterprises (MSMEs)
through multiple financiers.
 These receivables can be due from
corporate and other buyers,
including
Government
Departments and Public Sector
Undertakings (PSUs).

7. Government e - Market Place
 Dedicated e-market for different goods
& services procured by Government
Organisations/Departments/PSUs.
 Access to National Public Procurement
Market.
 Online paperless and contactless
platform and grievance redressal
mechanism.
7. Digital MSME Scheme:
 Digital MSME Scheme is
launched
for Promoting
Information
and
Communication
Technology
(ICT) in MSME Sector by
adopting
ICT
tools
and
applications in their production
and business process.
 It involves usage of Cloud
Computing where MSMEs use the
internet to access common as
well
as
tailor-made
IT
infrastructure.

4. MSME (Udyam) Registration:
 Udyam Registration is a type
of government registration which
is provided along with a recognition
certificate and a unique number for
certifying MSMEs and hence it is
also called MSME Registration.
5. Udyami Mitra Portal:
 Launched by SIDBI to improve
accessibility of credit and
handholding services to MSMEs.
 It is an enabling platform which
leverages IT architecture of StandUp Mitra portal and aims at
instilling ease of access to MSMEs
financial and non-financial service
needs.

This
technology
should be used by
SME’s in India as a
powerful tool to obtain
competitive
advantages, produce high added value
products and processes and develop
competitive strategies within a business,
regionally and internationally, implement
programmes to promote sustainable regional
integration and create conductive environment

6. MSME Sambandh:
 The Ministry of Micro, Small and
Medium Enterprises (MSME)
launched Public Procurement
Portal 'MSME Sambandh' for

7
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that would stimulate the SME’s competiveness
in the regional environment.

What is 5G
5G is the fifth generation of cellular networks,
bringing new capabilities that will create
opportunities for people, businesses and
society. 4G has changed our TV viewing
experience, communicating with peers from
voice call to video calls, business meetings on
mobile etc. However the bandwidth available to
provide 4G service is far less compared to
bandwidth of 5G. What makes 5G a
transformational technology is the amount of
computational work that it can support over
wireless networks with several fold more
bandwidth compared to 4G.

Kaustav Kumar
Faculty, Staff College Lucknow
---------------------------------------------------------------

5G Technology & Economic Progress
When we say that our
daily
appliances,
devices, car, furniture,
TV, Refrigerators, Air
conditioners
etc
understand the identity of their owners then
how it makes you feel. Surprising! So one day
your refrigerator will be able to sense when milk
is about to get over and alert the milk vendor to
deliver the required stock. Our home will be
able to identify our footsteps, along with facial
recognition voice sensors when we enter and
secure the premises when we exit. A farmer is
able to water or monitor his crop in the early
hours of cold winter mornings with help of
drones, without even getting out of his bed.
Think of him ploughing his land with a tractor
using a mobile phone application while he is on
his way to sell his produce to a mandi.
Medicines being supplied to remote locations
like hilly terrains or flood inundated areas.
These
are
some
magical,
rather
transformational changes, the next generation
telecom technology 5G will usher in to our
world.

At present, India can potentially deploy 4G in 8
spectrum frequency bands – 700 megahertz
(Mhz) band, 800 Mhz band , 900 Mhz band,
2100 Mhz band, 2300 Mhz band, 2500 Mhz
band and 2600 Mhz band. Every band
comprises around 100 Mhz of frequencies.
However the signals become weak after a few
kilometres and the same set of frequencies are
reused by installing a mobile tower. India is
divided in 22 telecom circles for the purpose of
division and allocation of airwave frequencies.
Hence the 800 Mhz of frequencies are being
reused across India on circle basis.
5G Rollout plan
Globally over 100 commercial 5G networks
have been rolled out. This includes networks in
the US, China, South Korea, Sweden, Finland,
Germany, Canada, Brazil, Argentina, Saudi
Arabia etc. The telecom ministry in India had
set a target in 2018 to roll out 5G in India by
2020 and also allocated spectrum to
companies for conducting trials so that the
country can deploy indigenously developed
telecom gears in the network due to
apprehensions around security.

This will be an era of the Internet of Things
(IOT), machine learning, artificial intelligence
etc when all objects will be able to
communicate through broadband signals with
each other with help of several sensors. The
world has already started shifting into the era of
the emerging technologies with the help of 4G
technology. However, the full potential of
modern technologies can be realised only with
the beginning of 5G.
8
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5G Ecosystem readiness in India

in India at a later date with enhancement in the
coverage and technology are sensor based
crop monitoring, remote machinery control,
surveillance, energy management and smart
transport. India is keen to board 5G bus sooner
than later. The task before India’s policy
makers will be to ensure that the advantages of
the telecom infrastructure and related
technologies,
supports
its
divergent
demography, economic conditions and
urbanization. Key areas to focus will include:

Telecom companies in India claim to be 5G
ready and are waiting for spectrum auction to
buy radio wave frequencies to start rolling out
the next generation technology. However, the
Department of Telecom, Department of Space
and Defence Ministry are claiming their need
for spectrum frequencies that have been
identified for the 5G services. The DoT
identified a frequency band 3,300-3,600 Mhz
band that can be used for 5G service but after
the claims of Defence and ISRO, only 175 Mhz
of radio waves remain for mobile services.
Telecom operators have said that they need at
least 100 Mhz of spectrum per operator to roll
out 5G services. Mobile phone companies have
started selling 5G ready phones in India.









Impact on Economic Growth
When 5G's full economic benefit is realized
across the globe, a broad range of industries from retail to education, transportation to
entertainment, and everything in between could produce trillions worth of goods and
services enabled by 5G mobile technologies.
5G technology will have an impact on global
GDP (between 2020 and 2035) that is roughly
equivalent to adding an economy of the size of
India to the present global economy. The value
chain associated with 5G technology will
amount to $3.5 trillion (in today's dollars) of
output and it will create 22 million new jobs. It
further said the technology would help flourish
several economic sectors by simply providing
5G-enabled services. More importantly, the 5Genabled services could also create huge
employment opportunities in India and other
countries. Other applications likely to gain scale



Reasonable spectrum pricing and swift
allocation of spectrum.
Policy framework enabling extensive
fiberisation and incentivisation to share
fiber networks.
Push for “Make in India” manufacturing
for 5G equipment and handsets.
Tailor made 5G use cases and
applications enabled through active
trials.
Indigenous technology advancements
through R&D and IPR development for
standards, technology, spectrum and
security.
Public - Private Partnerships (PPP) for
broadband growth and penetration, 5G
trials and testing, network densification
among others.

High-speed connectivity of 5G and network of
the future has the power to seamlessly relay
data, videos, and pictures across devices. The
power of big data when harnessed through
quantum computing and made intelligent and
actionable through AI, can not only monitor,
locate and analyze the problem but help find
solutions in tandem.
Dipali Chandra
AGM & Principal, Staff College Lucknow
--------------------------------------------------------------9
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Developed primarily for companies to engage
with their users automatically for increasing
customer engagement, bots are now being
used much beyond their harmless cause and
are misused for manipulating a conversation to
creating a mirage of someone’s personality and
much more.

IT Management
Cyber Security
Issues and Challenges
Introduction:
Cyber security is now no more an uncommon
term to all of us. The world we live in is highly
connected and digitally exhaustive. Today,
social networks have become one of the main
communication channels. Within relatively short
time social media has empowered people and
connected them. But, at the same time, they
have also provided platforms for some
decidedly unhealthy and destructive behaviour.
Social media platforms have become just one
of the endless data channels that
cybercriminals are exploiting. Cyber attacks
were rampant through 2020 and, with more
organizations considering switching to remote
working permanently in 2021; security experts
said cybercriminals will go after less secure
systems outside corporate networks. However,
security experts said the shift to remote working
and the growing instances of cyber attacks
generated awareness for cyber security as well.
As per a Cisco survey in October, cyber
security was listed as a top priority by 84% of
Indian firms since the outbreak.

Terrorist Attacks:
Terrorists have always sought attention and
that is what they receive from social media.
Whenever there is any terror attack, as a
response to the horrific events, people share
images and videos of the devastating attack on
social media. Social media thus spread the
horror far and wide and unknowingly amplify
the chaos that the terrorists intend to spread. In
the process, misinformation and fear spread. It
further traumatisms the families of the victims
and also the public at large.
Extremists
use
social
media
to
make
an
impact. They
even use it to recruit, propagate and to
connect. Moreover, they rely on the regular
social media users to spread the impact of
terror further to a greater degree than what they
themselves could have done in addition to
confusing authorities with misinformation.

Issues and Challenges

Misinformation:
The rapid spread of false information through
social media is among the emerging risks
identified in Global Risks Report. Fake news
and rumours spread like wildfire in the social
media and it is also increasingly used for
militancy.

Bots:
Bots and fake followers are a big concern in the
social media environment. Bot programs target
specific hash tags and work rapidly by auto
commenting and auto-liking in order to attract
followers who are mostly other fake bot
accounts. These are automated systems which
can on their own get engaged and interact with
other users without any active presence.

Mobile Technologies:
Accelerator, microphone, camera, location,
contacts, gyroscope (for orientation), heart rate,
10
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proximity, light, temperature, pressure,
barometer (for altitude) are some of the
information that are collected from your phone.
All the apps that you use let your Smartphone
know who you are, where you are, where you
have been, who you know, where the people
you currently are, what you bought, where you
bought, what you ate, whether you went and
even your current mood.

Big Data:
We are actually living in exponential data times.
In just 60 seconds a huge number of emails
can be sent, a lot of FB posts can be made,
many Google searches can be performed,
YouTube videos can be uploaded, WhatsApp
messages can be sent and Tweets can be
made and millions of other online activities can
be performed leaving incredibly large digital
footprint.

Internet of Things (IoTs)
Internet of Things (IoTs) is another such
challenge posed by the new technology
whereby every object we use is equipped with
the capabilities to identify, locate, sense its
surroundings, compute and communicate. Now
what will happen if all these objects could talk
to each other and share information? It is said
that soon there will be one billion IoT devices
and they will all be talking to each other.
Imagine what a rich attack surface it is going to
give the hacker and the number of attacks that
can happen with IoT devices.

Unfortunately, humans are the weakest link in
the cyber security chain. Amateurs hack
systems but professionals hack people. It is
way easier to con people using social
engineering techniques and make them reveal
information rather than using tools and
technology.
The weakest link
happens to be
our
password
with which social
accounts, mail
accounts and millions of bank accounts have
been hacked. An analysis of breached
accounts has revealed that people most often
use insecure passwords.

Ransom ware:
This ransom demanding malware is a virus
which gets into your computer, either when you
download an attachment containing the virus or
when you visit any such website and click on a
link. Once it gets into your computer, it starts to
encrypt all your files thereby rendering them
useless.

While all these make cyberspace a huge threat
in the socio-economic environment of the
present times, it has become imperative to
create awareness in the use of digital platforms
through digital literacy. Digital literacy is an
essential requirement for safe and secure use
of digital resources which can contribute to
efficiently tackle cyberspace.

The only way to unlock your files is to get a
secret key from the hacker by paying a ransom.
And this ransom is usually demanded through
bit coin which keeps the payee anonymous.
There has been a 600% increase in ransom
ware variants since 2016. Major universities,
hospitals, businesses and even individuals
have been target of such attacks.

Protection against Cyber Attacks:
As the channels and networks for data sharing
continue to evolve and grow, so do the risks.

11
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For securing information on the social
networking sites, following guidelines can be
followed:

In multi-factor authentication, more than in one
form of authentication to verify an identity is
used. Some examples are facial recognition,
iris recognition, voice ID and finger scanning.

1. Limit the amount of information that
you disclose on the social networking
sites;
2. Do not establish friendship with
strangers;
3. Do not believe online information
blindly as it can be misleading;
4. Customize your system settings
according to your needs by changing
the default settings. Learn how to use
privacy settings on your social profiles
properly;
5. Beware of third-party applications.
Avoid
applications
that
seem
suspicious, and make sure to modify
your settings to limit the amount of
information which the applications can
access;
6. Secure your system, because
unsecured network can lead to loss of
your personal data;
7. Use antivirus software to secure your
computers and electronic devices;
8. Use strong passwords to protect your
account and personal information.
Change your passwords frequently.
9. Do not set the same password for all
social accounts, because if one site’s
password is compromised, all other
accounts will be exposed to threats.
10. Choose a suitable authentication
scheme so that no one can access the
details. Two-factor and multi-factor
authentication should be in place.

Conclusion:
The year has
definitely seen a
drastic increase
in the number of
cyber attacks all
around the world, but it has also been crucial to
increasing cyber security awareness and cyber
maturity among people. Today’s digital world
necessitates people to know the network
security implications and spot suspicious
activities. Digital literacy is a broader concept
that consists of developing new skills and
knowledge which provides awareness and
advanced level thinking skills. It is extremely
essential to be digitally literate for appropriate
utilizations of digital information resources.
Therefore, it is the responsibility of each one of
us to understand and help others to understand
and use cyberspace sensibly and responsibly.
This will definitely ensure that the netizens are
not only techno-savvy and socially existent but
also digitally safe.
Chintu Kumar
Faculty, Staff College Kolkata
---------------------------------------------------------------

Book Review of the Month
Title of the Book: Unapologetically Ambitious
Reviewed by: Dipali Chandra, AGM &
Principal, Staff College Lucknow
About the author: Shellye Archambeau is
one of high tech’s first female African American
CEOs and has been featured frequently
in Forbes, the New York Times, Business
Insider, and more. Formerly an executive at
IBM and CEO of Blockbuster.com,

Two-factor and Multi-factor Authentications
In two factor authentication along with
username and password, another form of
identification, often a security code in the form
of a "Captcha”, is used.
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Archambeau was recruited to be the CEO of a
then-struggling Silicon Valley startup, which is
now MetricStream, a recognized global leader
in governance, risk, and compliance software
solutions. She currently serves as a Fortune
500 board member and holds board seats at
Verizon, Nordstrom, Roper Technologies, and
Okta.

Step Four: In moments when you are not
feeling confident, rather than letting imposter
syndrome take the lead, adopt a “fake it ‘til you
make it” mentally, projecting the confidence you
want to have until it grows roots in you.
Step Five: It’s awfully difficult to believe in
yourself when you grow up in a society that
doesn’t expect you to amount to much, but
that’s your job: to overcome this obstacle and
believe in yourself.

Book Review:
This book offers a blueprint for how to achieve
your personal and professional goals, drawn
from the author's own compelling story of how
she weathered life's difficulties to build massive
success. This book is divided into five parts.

Finding your cheerleaders in life is like
having people who will recognize your
strengths when you can’t; People, who will lift
you up when you don’t feel capable or
confident. In our childhood, family is the
foundation. Over time, we add new levels of
support: skills and education, friendship,
spouse
and
children,
professional
accomplishments, colleagues and mentors.
When you feel supported by something
stronger and greater than self, it will be a great
moment of pleasure and privilege to reach
higher and higher, with faith that you will not
fall, at least not too far. This faith is the
opposite of imposter syndrome. Slowly, over
the course of many years, connecting with
people who believe in you will help to repair the
damage caused due to any past bitter
experience.

The first part of the book elaborates about the
early lessons that Shellye had experienced in
her life during her childhood days. She faced
systemic racism to frequent moves to health
challenges. Over and over again she landed in
the position of a new kid or an outsider. But
each time she found her way to move forward.
The obstacles became opportunities for her.
They helped her to develop strategies. Some of
the early lessons that we learn from her
experiences is to beware of the imposter
syndrome. Unchecked imposter syndrome can
severely undermine your aspirations. If you
don’t truly believe in yourself, it’s hard to push
yourself to take the calculated risks necessary
to reach your goals.

Like imposter syndrome, fear of change can
limit your aspirations and goals, but only if you
let it. Even when you are feeling shaky and
new, even if you are not sure if or how you will
succeed, focus on what you can control and do
the best with what you have got. Controlling
what you can, decide what’s important to you
and then by setting a clear goal and committing
to go after it, ambitiously, unapologetically,
strategically.

Imposter syndrome doesn’t need to limit you.
You can learn to work with it. Here’s how:
Step One: Realize you are in good company.
Step Two: Notice those internalized, critical,
self-doubting voices when they talk to you and
understand they are not telling you the truth.
Don’t believe them.
Step Three: Believe the people who recognize
your worth.

13
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The part two of the book explains how to
strategize for success.
Shellye has explained in this part of the book
firstly, how to do the job at hand well. Secondly,
why guess how to get from point A to point B
when you can just ask somebody who has
done it before? Learning this will enable to
move successfully and quickly through your
career. You might not know everything you
need to know yet, but you can trust your ability
to learn the ropes. Further Shellye explains that
there is no use of such a dream where you
have no strategy for making it come true.
What’s the value of visualizing the heights you
will climb to: if you lack the tools to build a
ladder?

understand her field well to move forward
towards success. With proper understanding
and work life integration she could achieve her
goals without neglecting her family and by
delegating the work. Always live your values –
you have to trust yourself, even when doing so
feels risky. Tell people what you want and let it
go if you cannot handle certain pressures in
life.
The fourth part of the book is about the
change or cause to change direction
abruptly ie. Swerve. Shellye explains in this
part of the book how she understood and
positioned herself with respect to the changing
need of her career growth. Her Netflix
experience is laudable where the company was
great at technology but they didn’t have
relationships with the movie studios and
content companies. Her company Blockbuster
had everything else but technology. So it was a
golden handshake between Netflix and
Blockbuster under the Blockbuster.com brand
and was ready to conquer the world. But
sooner it was felt by Shellye that she could not
continue with Blockbuster strategy as their
leadership could not be convinced for this
acquisition by Netflix. Sooner she realized that
she has come upon the roadblocks not possible
to move, so she felt the need to go around
them. Finally she headed towards Silicon
Valley. So it was right choice at the right time.
There at Silicon Valley she was hired as a
CEO, thereafter due to bubble burst in 2001
their company was looking for quick Return on
investments and the expenses grew more than
the earnings.

We become self-determined people when we
are fulfilled in three psychological areas:
competence, autonomy and relatedness. In a
nutshell, competence is the ability to handle
yourself, autonomy is the sense that you can
make your own choices and look out for your
interests and relatedness means feeling like
you fit in. Research shows that if you don’t
have all three, you will be more likely to
struggle or withdraw from challenges. But if you
do manage to strengthen all of them, you will
be prepared to set your own life goals and
reach them. Eventually, it won’t be the name of
your undergraduate institution that opens doors
for you; it will be the name you make for
yourself- your stellar reputation- that turns the
key.
The third part of the book is about living the
plan. Like other parts of the book, this part of
the book is also very interesting. It is so
motivating to see how Shellye executed the life
plans, by doing strategic planning and avoiding
unnecessary expenses. By doing trade – offs
during the child care time of her life which
helped her to pour her into her work with
greater confidence. She managed to

As a CEO she had to turnaround the company
fast and she did it by cutting costs, joining
another company for targeting a new software
category: comprehensive compliance and risk
management. With this the combined company
could raise investment dollars to fund the
14

Knowledge Bank January 2021

execution. They went on to provide best
content, training, and best practices to their
target market. This way they could finally push
sales in 2008. Then the stock market crashed
on September 29, 2008. New sales came to
screeching halt. Costs cut, people layoff – a
terrible turn of events for everyone. And when
the 2009 came they were on shoestring budget
and were deciding to shut down the business or
fight it out. This whole part of book narrates
how strategies could move up and down and
sometimes fail but even then one should never
give up but keep learning.

Developing trust in your own abilities is another
key point to look at. The more risks you take
the more familiar you become with the process.
As you build a track record of reaping the
rewards, you develop confidence in your skills
and judgement. Even if you rack up a fair share
of mistakes, you are developing resiliencelearning the lessons and moving forward. Sure
when you take risks, you know you might fall,
but you also know you are not going to fall that
far. You have built an ecosystem that supports
risk taking. Mitigating fear with facts always
help before making any decision. Don’t just talk
about the initiatives, talk about why they are
important. Go with the servant approach. Don’t
think about how to make yourself look good.
Think about how to make everyone’s job
easier. Work with people by helping them.
Making them feel how they ever managed
without you. If something stands in the way of
your rightful compensation or opportunities,
then it is encouraged to take a risk and fly to
the next big thing.

The fifth part of the book has the best
advice for improving your odds. This part of
the book takes us on a ride of finding our
mentors. One has to see who is available to
you, figure out what you want to learn from
them, accordingly one should go for getting that
knowledge, and work to apply it in your own
way. Then let know the mentors know how
much they have helped you. Building your
network is another important aspect. Give more
than you take, it’s not just the generous thing to
do, but it also puts you in a position of power
instead of weakness. This is especially
important for people who may see themselves
as marginalized or lacking opportunities and
privilege. Establish yourself in terms of what
you have to offer rather than on what you might
need. Doing so will affect your own sense of
self-worth just as much as it affects the
impression you make on others. Speaking of
making impressions – today, most people do
their networking online. But as you build your
networks, don’t overlook the importance of inperson connections. Meeting someone face-toface is an entirely different and a much more
memorable experience. This isn’t to say you
can’t build powerful connections online, but
there’s something about spending time with a
person in all three dimensions at once that
more solidly cements the relationships.

Conclusion:
Unapologetically Ambitious invites readers to
move beyond the solely supportive roles others
expect them to fill, to learn how to carefully
tread the thin line between assertive and
aggressive, and to give themselves permission
to strive for the top. The author’s life story and
the lessons it carries, are powerful examples of
focus and ambition that can shape your life for
the better. If your goal is just to be famous,
maybe this is not the story for you, but if your
goal is to be a truly great leader of men and
women, you have found your guide.
By the end of this book, I hope you will all
define what you want and feel empowered to
go after it, unapologetically.
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Management Lessons for Bankers




















The obstacles become opportunities.
They help to develop strategies.
Life is not fair. That’s okay. Life is not
impossible either. It’s just unfair. It is
not your fault that things are harder for
you, but you must not let it harden you.
Don’t blame yourself, and don’t waste
your energy blaming others.
If you allow life’s injustices to define
you, they will. But if you choose to
define yourself, to believe in yourself
and align yourself with others who
believe in you, you will find a way to
live the life you want.
Find people in life, who will have faith
in you and who will act as cheerleaders
in your life.
Work hard, make trade-offs and
strategize towards your goals. It’s
never too late or too early working
toward a goal.
There is a common pattern that plays
out in the lives of ambitious people.
Every time you take a giant leap
forward, you will land at the bottom of
your next learning curve. That’s just
how it goes.
Progress doesn’t happen by accident.
You need a goal, you need a plan and
you need to maximize every
opportunity you encounter.
Stand firm on your ability to stand firm
in your decisions, even when others
are not so sure.
If you do not have timelines, then it’s
really easy to become complacent, to
let things linger, to let life take over. If
you have timelines, and you stick to
them unwaveringly, then you get things
done.








In order to rise in an organization, you
have to be able to take your
responsibilities, to delegate tasks to the
right team members and to seek
guidance from others as you face new
challenges.
You can’t wait for someone else to
hand you an opportunity, you have to
manage your own career.
The hard –won lessons you learn while
meeting life’s challenges, if you
leverage them right, they become your
secret weapons.
Make the right choices at the right time
in life.
If you choose to combine career and
family, you will need to make tradeoffs. But with creativity and
cooperation, your family can find
unique ways to stay connected, even
when work takes you far from home.

You don’t need to be alone on your path. Start
building your networks. Offer what you can and
ask people to help you. The right ones will be
happy you did.
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DO YOU KNOW
Digital Carnival
Considering Ease of Operations, digital
transactions are most sought for. Government
of India and RBI are also, time and again,
advising bank to leverage the Digital Channels
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to provide good customer service through
digital platforms / products enhancing
transparency and making India a digital
economy.

transactions (Rs.50 crore and above) are
informed about this guideline and advise
them to obtain LEI in time, if they do not
already have one.
The procedure for obtaining LEI is detailed in
various circulars issued on the subject.

Considering the need for digitalisation and the
advantages accruing to both the customers and
the Bank, top management feels that earnest
efforts are to be made to bring large number of
customers in to our digital platforms. For this
purpose, it is proposed to conduct an extensive
“Digital Carnival Month” from 01.02.2021 to
28.02.2021.

Zonal Offices / FGM offices are advised to
monitor the effective implementation of the
above directions and ensure compliance of
RBI direction.
(Circular Ref: ADV - 231 dated 20.01.2021)
------------------------------------------------------------

It is planned to enrol eligible customers for
Internet and Mobile Banking (IndOASIS), POS,
BHIM Aadhaar, FasTag during the campaign
period. The list of eligible customers has been
ported in MIS portal for the branches to utilise
and go for focussed canvassing.
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The progress of the campaign would be ported
on the Helpdesk to enable the field to monitor
and achieve / surpass targets.
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(Circular Ref: GENL - 38 dated 27.01.2021)
------------------------------------------------------------

आपका अपना बैंक Your Own Bank

Legal Entity Identifier
Reserve Bank of India has directed Banks to
introduce the LEI system for all payment
transactions of value Rs.50 crore and above,
undertaken by entities (non-individuals)
utilizing RTGS and NEFT facilities, making
20 digits LEI number mandatory for all
payment transactions. Necessary fields have
been created in Bancs.
The above procedure will be effective from
01.04.2021.
For ensuring strict compliance to RBI
guidelines, all branches especially LCBs,
MCBs etc. are directed to ensure that both
loan borrowers and deposit customers (nonindividual)
transacting
large
value
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