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Rural Banking 

 

Drone Technology for  

Better Farming 

 

What is Drone 

Drone is an unmanned aerial Vehicle. It is an 
aircarft without a human pilot on board. Its flight 
is controlled autonomously by computers in the 
vehicle or under the remote control of 
navigator, or pilot on the ground or in another 
vehicle.  

Drones have been extensively used in the 
commercial industries in the past decades. But 
in the past two decades the practical 
applications of drones expanded significantly 
due to its advancement in technology like 
artificial intelligence (AI), machine language 
and others. Today Drones are widely used 
across various industries for their faster, better 
and cost effective operations in various 
industries. 

 

Applications of Drone technology in 
agriculture and farming 

Agriculture is a key industry which provides 
food, raw materials to the industry and 
employment opportunities to the rural 
populationn and contributes to GDP. But it 
faces many challenges like scarcity of laborers, 
urbanization of huge areas of land, inefficient 
uses of resources, climatic threats etc. The use 
of precision agriculture tecnologies helps to 
mitigate the issues but to feed the growing 
population, the agriculture productivity needs to 
be incesed to a minimum of 25 % to meet the 

demands. The conventional farming techniques 
and precision agriculture technologies alone 
will not help to achieve the growing demands in 
agriculture. Even when they employ automation 
systems like autonomous tractors, weed killing 
robots, harvesting and picking robots their 
operations are restricted at ground level. The 
agriculture drones plays a vital role to 
overcome this limitation. 

Modern day drones are integrated with AI 
technology along with strong imagery sensors 
and GPS navigation systems that enables them 
to perform various agriculture tasks for better 
and efficient farming practices. There are plenty 
of drones applications are available in 
agriculture industry which revolutionize the 
traditional agriculture industry into era of AI. It 
promote better farming, more effective use of 
available sources thus results in high 
productivy.  

Some of the widely used drone application in 
agriculture including Terrain mapping, Soil and 
field analysis, Crop mapping and surveying, 
Planting of seeds and seed materails, Crop 
spraying, Irrigation monitoring, live stock 
monitoring and Solar Panel inspection. 

Terrian Mapping: Modern day drones are 
equipped with LiDAR and other censors helps 
the farmers to survey vast tracts of land and 
are perfect tools perform terrain mapping. The 
advanced computer vision technologies of 
drones enable them to map the terrain and 
offers real time feedback to farmers for 
effective planning and mangement of the 
agricultural land. 

Soil and field analysis: The AI drones can be 
used to create 3D maps of the soil. The data 
recived from this drone can help to understand 
any issues with the quality of the soil including 
the nutrients or any dead area.Thus it is an 
useful tool to determine and decide the 
cropping pattern in the soil. With the effective 
planting type can improve the crop 
management. 

Crop mapping and surveying: Traditionally the 
crop mapping and surveying can be done 
manually which is a time consuming process 
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and inefficient. The tech companies are 
recently using satelite pictures or airborne 
imagery and again this also come up with high 
cost. The AI enabled drones are effectively 
used for crop mapping and surveying. It will 
help the farmers to have close monitoring of 
crop plants. It helps to get information on real 
time basis. 

 

Planting of seeds: Seed palnting through 
drones are the newly evolved technology.The 
seed companies are in the process of testing 
the the technology for effective and faster seed 
plantations. The companies are also in the 
process of testing payload capcity of the drones 
for fertilizer and herbicide applications to make 
it more efficient. This technology along with the 
expected payload will reduce the cost of 
cultivation and can help for effective use of 
farming inputs. 

Crop Spraying: This is also one of the other 
areas where drone technology can be used 
effectively. The application of fertilizers, 
pesticides, fungicides, bactricides and 
herbicides are the vital operations in the farm 
field. It is based on the cropping pattern, 
nutreint availability of the soil and the 
recommendations given by experts. Because 
the pest and diseases are the major threat in 
the crop field which results in reduced 
productivity. Farmers are using traditional 
technologies like hand spraying and aerial 
spraying to apply these inputs which are either 
too slow or too expensive. The spraying drones 
replace the traditional spraying. The AI 
powered drones can be programmed in such a 
way that they can be used even for spot 
spraying. The fertilizers and pesticides can be 
effectively sprayed through these AI drones 

across the crop field and can cover the entire 
field. It helps to reduce infestations rates and 
increase the yield of crops.  

Monitoring of Irrigation: Monitoring of 
irrigation and water management in the large 
areas are time consuming and challenging task 
in agriculture. Drones equipped with thermal 
imaging systems and multispectral sensors are 
effectively utilized to monitor the entire irrigation 
network and it will spot any issues on real time 
basis. It can quickly identify the dried crops and 
can calculate the density of the crops. It will 
alert the farmers which areas need water 
immediately. It will give data on which crop 
requires more water and which requires less 
water. The careful use of water can reduce the 
runoff of fertilizers and other inputs applied on 
the field. 

Livestock monitoring: The drones are used to 
monitor the livestock movements and can help 
the farmers to have an effective livestock 
management. The drones are used to track the 
pasture land for grazing, identify the injured or 
missed livestock and also used to track the 
livestcok across the pasture lands. 

Assessment of Crop health: The AI backed 
drones effectively monitor and assess the crop 
health and identify the infection either by pests 
or diseases. These drones are equipped with 
thermal sesnsors and infrared which will take 
crop images to assess the health of plants. 
Some companies are offering customized 
health monitoring software which can 
accurately assess the chlorophyll content, 
nutrient requirement, soil health etc. 

Advantages of Drone technology 

 Drone technology significantly provides 
solutions to many of the farming 
issues. 

 It helps to increase the yield, reduce 
the cost and improves the farm 
efficiency. 

 The drones aids in mapping and 
surveying large area of land than the 
traditional methods. 
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 Drones are used to identify the soil and 
plant growth accurately. 

 They can also provide the early signals 
of infestation through their images 
taken by multispectral cameras. 

 The powerful crop spraying drones use 
innovative spray systems to atomise 
droplets for better coverage and drift 
can be minimized. 

Disadvantages of Drone technology 

 It requires basic knoledge and skill to 
operate the drones whereas farmers 
are not technically skilled. 

 Drones having long flight time and long 
range are costlier 

 It is expensive when compared to 
traditional cultivation practicises. 

 Flight route limitations are there and 
need license 

Scope for agriculture drones in near future 

The study on scope of drone market shows that 

the global agriculture drone market is expected 

to be driven by the North America region. But 

however, Europe is estimated to contribute 

major share in the overall agriculture drone 

market, closely followed by Asia Pacific. The 

growing demand for drone in European 

countries is mainly due to the growing need 

among countries to increase the overall farm 

productivity. This study also indicates that Asia 

Pacific countries including Japan, China and 

Australia are also anticipated to drive the 

growth of agriculture drone market. Japan 

dominated the market in 2016 and is expected 

to continue its dominance over the forecast 

period from 2018 to 2026. China and Australia 

are expected to grow at a considerable rate. 

Rest of Asia Pacific countries including India, 

New Zealand have witnessed relatively healthy 

deployment of drones than other Asia-pacific 

countries. 

Conclusion 

Drone technology has proven to be the 

revolutionizing technology in agricultural sector. 

This AI technology automation of various 

labour-intensive processes has resulted in 

more efficient agricultural practices. The drone 

technology as a whole leads to better crop 

management, more yield to meet future needs 

and increase the profitability in farm sector. 

Drone technology is beneficial for various 

applications, like providing easy ways to 

monitor small sections of crops and entire fields 

remotely. The rapid advancement of drone 

technology has also resulted in a significant 

decrease in the cost of drones in agriculture, 

which gives an opportunity to the farmers to 

integrate this technology for higher yields and 

better management of crops. The agriculture 

industry has found drones to be an essential 

tool for farmers worldwide.  Drones help 

farmers address multiple developing challenges 

in the agriculture industry. By applying this 

drone technology, the agriculture sector can 

feed the growing population globally. 

 

Thamizhmani Subramanian 
Faculty, IMAGE 
------------------------------------------------------------- 

HR Management 

Good Habits determine  

a better future 

 

Our character is basically a composite of our 

habits. Because they are consistent, often 

unconscious patterns, they constantly, daily, 

express our character. – Stephen Covey 
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Habit is to repeat something and it is absolutely 

a learning mechanism. It is very important 

because it helps us to shape our life. Habits are 

very strong because our brains stick to them 

and even it includes our common sense. When 

it grows stronger and stronger it becomes more 

automatic. A habit may be started by a goal but 

over time we will adhere to habits. So we have 

to be careful when we are choosing the habits.  

Habit is an opportunity to practice new 

behaviors. Even though a new change is 

difficult to follow we may treat it as an 

opportunity. We need patience because it will 

not change in a day. But once our habit is 

developed it will become our normal behavior.  

Habits are based on the 21/90 rules. If we want 

to make a change in our life, we must commit 

to our goal for 21 days. When we do so, it will 

become a regular habit in 21 days and in 90 

days our habit will become a part of our daily 

routine and it will have a good impact in our life 

style. 

Our life is a choice of decisions. Every day we 

are making decisions on every action we are 

performing. But forty percent of our actions are 

not by our decisions but by our habits. 

Choose right habits 

Our brain cannot differentiate between good 

and bad habits. So we have to choose the right 

actions which will give better results in the long 

run. To replace the bad habit with a good one is 

time- consuming and it will take a lot of energy 

to replace it. 

To create a positive change in ourselves, we 

have to make our routine as actions of habits. 

We must decide what routine will lead us to 

achieve our goal. We must remember that habit 

is not our destiny and it can be changed at any 

time for a new task.  

We can ask ourselves some basic questions 

about how to move on to action: 

1. How can I cross my barrier to action to 

achieve my goal? 

2. How can I fix my environment to motivate me 

to take action? 

3. How can I overcome the distraction to take 

action? 

We must find the solutions to these questions 

and plan our actions accordingly 

Reward system 

The habits are the results of a reward system – 

it depends upon how the brain releases the 

reward system like a feeling of pleasure. The 

habits which are detrimental to our health like 

smoking a cigarette or drinking alcohol -the 

brain will release pleasure immediately and 

hence people are easily addicted to this habit. 

But working out exercise or regular walking 

practices or doing yoga will not have an 

immediate reward system from the brain.  But 

we must realize that any exercise or meditation 

will stimulate our brain in a positive way and the 

pleasure will be permanent in the long run.  

System to follow a new habit 

So, what do we have to do to go for a new 

habit? We must be honest with ourselves and 

we must form the new habits in a realistic as 

well as in a progressive way. We can reward 

ourselves by drinking a cup of tea/ coffee after 

exercise/work out. This will make a good start 

for any new habit because the reward will 
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encourage us to pursue a new habit. In our life, 

all of a sudden nothing will happen. In order to 

stick to new habits, we have to approach them 

in a systematic way. 

1. We must make a list of habits that we 

want to practice. 

2. We must practice it on a daily basis. 

3. We must identify the good habits 

through which we can lead a 

successful life. 

4. We must identify our bad habits and 

must find a way to come out of the bad 

habits by changing to new habits. If we 

want to become a writer we must start 

writing at least 15 minutes per day. If 

we want to do the exercise we must 

start it by 10 minutes per day. 

5. We must assure that there is some 

percentage of improvement every day. 

6. We can break down the habits also. If 

we want to meditate, we can split on an 

hourly basis say for example every 2 

hours we can meditate for 2 minutes. 

Slowly it will be possible for us to sit 

even for thirty minutes in the morning. 

7. We should try a single task. For this, 

we can prepare a list of actions that we 

should perform on a single day. From 

that list, we must start to finish the 

important work, and then by completing 

the first task we should go to the next 

task. This practice will make us to 

complete all our tasks within the time 

limit. 

8. We should not miss our habits on any 

day. If we miss on any day, then next 

time will never come. So continuous 

practice should be there for better 

results. 

9. We should be patient and we should 

go at a sustainable speed. We should 

remember the saying “slow and steady 
wins the race”. 

10. We must read the life stories of the 

achievers to motivate ourselves. It will 

give us a thorough insight into how 

they have focused on their actions to 

achieve success. 

Nowadays, there are many people including the 

younger generation facing the problem of 

depression. They can easily overcome their 

depression by changing their habits and this 

will surely give them a sense of pleasantness 

within themselves. Even when we feel dullness 

we can follow a good habit which will make us 

active throughout the day. 

We are capable of creating our own lives what 

we want and at any cost, we should not give 

up. Even if we fall we must do it again and 

again. Achievers don’t get there only by luck. 
Initially, they identify their goals, and by 

integrating them in their habits on their daily 

routines and they have reached their targets. 

 

Successful people go to the top through their 

focused action, own discipline, and they put 

their full effort every day to make their things 

happen. So instead of holding our old habits, 

we can start new habits which are essential for 

success. Only through daily habits, any 

progress can be achieved in life. When we 

make small changes in our life, they will create 

a noticeable improvement in a week or in a 

month. The success when we enjoy the 

performing of new habits will have a positive 

impact on our lives and this will encourage us 

to develop new habits to achieve success 

continuously. 
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Conclusion 

Building the habits will require a determination 

as well as continuous effort. It may take a few 

days or a few months but we should not give up 

until it becomes automatic in our 

consciousness to stick on to that habit.We must 

build the habits as a daily goal. For a happier 

life-essential habits are necessary. The 

changing perspective for a better life is a highly 

liberating way for a blissful life.Now get ready, 

it’s time to win a life on our own wish! 

C. Gandhimathi 
Faculty, IMAGE 
------------------------------------------------------------- 

General Banking 
 

EASE 4.0 Reforms Agenda 

 “Digital-Attacker Banks” 
 

Honorable Union Finance Minister Smt Nirmala 

Sitaraman, recently undertook the annual 

performance review of all the Public Sector 

Banks and launched the EASE 4.0 (Enhanced 

Access and Service Excellence Reform 

Agenda).  EASE 4.0 is a common reform 

agenda for Public Sector Banks aimed to 

institutionalizing clean and smart banking. 

       

    

 

EASE Reforms Agenda: 

It was launched in January 2018 by the 

Government of India and Public Sector Banks 

jointly. It was commissioned through Indian 

Bank’s Association and authored by Boston 

Consulting Group.  EASE agenda is aimed at 

institutionalizing CLEAN and SMART banking. 

 

EASE Reforms Index: The Index measures 

performance of each PSB on 135 + objective 

metrics. 

The Index follows a fully transparent scoring 

methodology, which enables banks to identify 

their strengths as well as areas for 

improvement. 

The goal is to continue driving change by 

encouraging healthy competition among PSBs. 

 

Following major themes were proposed 

under EASE 4.0: 

 24x7 Banking: Under EASE 4.0 the 

theme of new-age 24x7 banking with 

resilient technology has been 

introduced to ensure uninterrupted 

availability of banking services. 

 Focus on North –East: Banks have 

also been asked to come up with 

specific schemes for the North-East 

region. 

 A Bad bank is a bank setup to buy the 

bad loans and other illiquid holdings of 

another bank or financial institution. 

The proposed bad bank is very close to 

getting a license from the authorities. 

 Raising funds outside the banking 

Sector: With changed times now the 

industries have the option of raising 

funds even from the outside banking 

sector. 

 Cyber –Security: The PSBs will have to 

strengthen cyber resilience by fast-

tracking implementation of advanced 

cyber security measures such as zero 

trust network segmentation, as well as 

adoption of AI and ML based threat 

detection, API security and analytics 

based cyber risk quantification.  

 Leveraging Fintech Sector: Fintech one 

such sector that can provide 
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technological helps to banks as well as 

can benefit from the banking sector. 

 

Export Promotion: Banks will be urged to work 

with State Governments to push the “One 
District one Export agenda 

 

Y Srinivas Rao 
Faculty, STC Vijaywada 
------------------------------------------------------------- 

Credit Management 
 

Bad Bank and Bad Loan Resolution 

Banks play a vital role in the development of 

the economy. Despite of so many actions taken 

in the past, Banks are still not able to come out 

of the burden of non-performing assets (NPA). 

Sarfaesi Act (Securitization and Reconstruction 

of Financial Assets and Enforcement of 

Securities Interest), DRT (Debt Recovery 

Tribunals), Lok Adalat and dedicated 

SAMVs(Stressed Asset Management Verticals)  

setup in the Banks have expedited the recovery 

of NPAs but still NPA is on a constant surge 

and is a serious concern. The main issue lies in 

the monitoring of loans by dedicated and skilled 

professionals. Not recognizing the Early 

Warning signals lead to continuous rise in 

NPAs in bank’s books. Subsequently with time 
the value of asset is eroded and Bankers are 

left with no choice than compromise 

settlements. The legal and non legal measures 

have been used to expedite the process of 

settlement but it has limited success.   

Our Union Finance Minister, Smt. Nirmala 

Sitharaman, has announced in Budget 2021, 

regarding the formation of bad bank under an 

ARC-AMC(asset management company) 

structure, comprising of two entities – one is 

National Asset Reconstruction Co Ltd (NARCL) 

and second is India Debt Resolution Co Ltd 

(IDRCL). IBA is going to monitor the formation 

and setting up of both NARCL and IDRCL. This 

is a unique idea but how effective it is, let’s see. 

The constitution of National Asset 

Reconstruction Company Limited (NARCL) has 

already been done under the Companies Act. 

Public Sector Banks will have a minimum of 

51% ownership in NARCL. The function of 

NARCL will be to acquire stressed assets worth 

about Rs 2 lakh crore from various commercial 

banks in a phased manner. This acquisition of 

assets will be in combination of cash from 

Banks plus NBFCs and also in the form of SR 

ie Security Receipts. The cash will be around 

15% and Security receipts will be around 85%. 

And all these acquisitions will be backed by 

Government of India guarantee.  

 

The second entity which is India Debt 

Resolution Company Ltd (IDRCL), will then 

come in the role and the sole purpose of this 

entity is going to try and sell the stressed 

assets in the market. IDRCL will be owned by 

the private sector and main task will be to 

formulate and implement the whole strategy of 

resolution plan for all the assets. RBI 

framework will be part of the resolution tools for 

the assets acquired.  

This NARCL-IDRCL structure is the new bad 

bank. If the bad bank is unable to sell the bad 

loan, or has to sell it at a loss, then the 

government guarantee will be invoked and the 

difference between what the commercial bank 

was supposed to get and what the bad bank 

was able to raise will be paid from the Rs 

30,600 crore that has been provided by the 

government as a guarantee.  
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The obvious advantage of having a Bad bank is 

that it will improve the balance sheet of banks 

and the upfront cash payment to aid in 

providing incremental cash flow. But, if the 

resolution plan gets delayed for any reason 

then the asset’s value over time will be 
negligible or lost. Below is a small statistics 

about the position of various Public sector 

banks, as far as the shifting of burden to bad 

bank is concerned.  

 

 

While it will reduce gross non-performing asset 

(GNPA) ratios of public sector banks (PSBs), 

the reduction in net NPA (NNPA) will be limited 

to the extent of un-provided exposure. 

The NARCL-IDRCL would benefit in two ways. 
First, by selling their stressed assets to 
NARCL, Banks will release their capital. And 
second, by investing in NARCL there may be 
earning returns through better recoveries from 
turnaround of assets. This innovative public-
private structure will ensure that the resolution 
of the stressed assets takes place in an 
efficient and focused manner. Add to it, upon 
extinguishment of government guarantee on 
SRs (after five years), banks will have to bear 
the loss on the un-redeemed SRs. To 
safeguard the interest of the Banks, NARCL will 
have to be equipped with talented and 
passionate management and will require 
regulatory oversight in order to make it 
successful. 

Presently, the debt is fragmented across 

various lenders but in NARCL-IDRCL structure, 

it will all come to a single point where the 

decision making will be more effective, 

accurate and fast. This will help in quick 

resolution and this is what is going to be the 

crucial point of the resolution. It will also help is 

a better stressed asset value realization.  

IDRCL will engage market professionals for 

value enhancement and other related activities. 

Since the IDRCL will play in the front for asset 

turnaround, so it will help the Banks to 

channelize their workforce towards business 

and credit growth. Since, Banks own these 

stressed assets and Security Receipts, so they 

will record high gains.  

These Security Receipts are tradable. This will 

help the Banks to improve liquidity positions. 

Banks will be better placed to raise market 

capital and will not have to look for recurring 

fiscal support from Government of India.  

Resolution will be key challenge –  

Market is very circumspect about this bad bank 

concept. Some feel that it will become a 

warehouse of stressed assets. The real 

success of this approach will be when there are 

good buyers of these stressed assets and it is 

being quickly sold out without substantial 

erosion of it’s value. If the initial cash receipts 
are more or less equivalent to the amount 

invested by banks, then it will be a complete 

failure. It will be like shifting the problem from 

one place to another without resolving the real 

issue. So, time can only show us the way.  

Dipali Chandra 
AGM & Principal, Staff College Lucknow 
--------------------------------------------------------------- 
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Risk Management 

Demystifying Value at Risk 

(VaR) 

Under Market risk there are following 
methods for measuring Market Risk 

Sensitivity 

1. Basis Point Value 
2. Duration 

 

Down Side Potential 

1. Value at Risk 
2. Yield Vs Price Volatility. 

In this article we will discuss about VAR. 

What is VaR: 

Value at Risk (VaR) is one of the 
quantitative estimates of market risk. It is a 
statistical tool.   To put in simple way, 
value at risk is the maximum loss that a 
security or a portfolio may incur over a 
time horizon. It is used in Banks to allocate 
capital for market risk under Basel -3 

So how we compute VAR?. There are 
mainly three methods for the same. 

1. Variance Covariance method 
2. Historical Simulation Method 
3. Monte Carlo Method 

Most of the banks are using Historical 
Simulation Method.  

So, coming back to the topic, we may infer 
that VAR talks about three things 

1. Risk associated with an investment 
2. Quantity of the risk. 
3. A time horizon or say time period. 

That’s great but what actually it means. You 
must have come across sentence like One day 
VAR at 80% confidence level or one day VAR 
at 95% confidence level is so and so. So let’s 
understand it. 

“ONE DAY VAR OF A PORTFOLIO AT 99% 
CONFIDENCE LEVEL IS 50000” means.  

1. There are 99% chance or probability 
that maximum loss will be equal to or 
less than 50000.00 
or  

2. There are 1.00% chance or probability 
that maxim loss will be more than 
50000.00 
or 

3. 99 % chance/probability means that 
if there are 100 trading days then in 
99 days the  maximum loss will be 
equal to or less than 50000 

If you really got the essence of above 
example, then you will easily solve a 
question for getting more clarity. 

 

Question: If 1 day VaR of a portfolio is Rs. 
100000/- with 95% confidence level. In a 
period of 1 year of 300 trading days, how 
many times the loss on the portfolio may 
exceed Rs. 100000/- 

Solution: It is given in question that the 
confidence level is 95% and VAR is 
Rs100000. what does it mean? It simply 
mean that If there are 100 trading days 
then for 95 days the maximum loss will be 
equal to or less than 100000.00 or say in 
other way ,in 5 days, the maximum loss 
will be more than Rs100000.00 Now in the 
question , it is asked to calculate VAR in 
case the no of trading days is 300. So 
here it is simply nothing but a unitary 
method that we studied when we were in 
6th or 7th class. So, let’s solve the 
question 

a) VAR at 95% CF=100000 i.e., 
b) If trading days are 100, then in 

5 days the maximum loss will 
be more than 100000.00 
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c) If trading days are 300 then the 
no. of days when maximum 
loss is more than 100000= 
5*300/100=15 days. 

So, we have successfully understood how 
to read VAR. But the real question is “How 
to calculate VAR”? So here are the 
formulae for calculating VAR. 

VaR= value of stock*volatility or SD *z 
score 

It seems complex but let’s try to simplify it. 

VOLATILITY =it tells us about the volatility 
of the price of stock/portfolio from average 
price. It is nothing but the standard 
deviation of the stock price/portfolio price. 
The formulae for the same is as under: 

 

Z SCORE= Simply put, a z-score is the 
number of standard deviations from the 
mean a data point is. But more technically 
it’s a measure of how many standard 
deviations below or above the 
population mean a raw score is.  

The formulae for computing Z score is as 

under 

Where  

a) X= Value of data point 
b) µ= Mean 
c) σ= Standard Deviation 

However, we need not calculate Z 
manually. Nowadays we can compute Z 
level for a particular confidence level from 

the Z table. In most of the cases VAR is 
expressed in 99%, 95% and 90% 
confidence level whose Z score may be 
memorized as under:   

CONFIDENCE  
LEVEL 

Z 
SCORE 

99% 2.58 

95% 1.96 

90% 1.64 

 

Now we are in a position to actually 
compute VAR 

a) Value of 
portfolio=200000.00 

b) 10 days SD=10%.  
c) Confidence level= 95% 

confidence level. 

SOLUTION: We know that  

VAR=Value of Portfolio* Std. Deviation*Z 
Score 

Z score at 95% confidence level is 1.96 

SD =10% 

Value of Portfolio=200000 

So VAR=200000*10%*1.96 

=39200 

What it means? It means that over a time 
horizon of 10 days, it is 95% probable that 
the value of portfolio will incur a maximum 
loss of Rs39200or less. In other way, we 
may also say that it is 5% probable that 
the value of maximum loss will be more 
than 39200 

In these way VAR concepts helps the 
entities to know about the   probable 
losses in advance. 

Umesh Chandra Joshi 
Faculty, IMAGE 
--------------------------------------------------------------- 
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IT Management 

                                          

Tokenisation in Payment 

Process                                  

In the fast changing banking scenario 

“Tokenization” is a BUZZ word in relation to 
security of the ‘payments’. It is gaining 
importance especially because of the increased 

attention and usage of ‘Mobile Banking’ apps 

like our own banks ‘Indoasis’.  

Basically, tokenization is a substitution 

technique that adds an extra level of security to 

sensitive card data. 

It may be defined as “The process of protecting 
sensitive data by replacing it with an 

algorithmically generated number called a 

token”.  

In credit card payments ‘Tokenization’ is used 
to prevent credit card frauds, in which the 

customer’s primary account number (PAN) is 

replaced with a series of randomly-generated 

numbers, which are referred the “tokens.” 
Then, these tokens are passed through the 

internet or the various wireless networks 

needed to process the payment, without actual 

bank details being exposed and the actual bank 

account number is held safe in a secure token 

vault. 

‘Tokenization’ helps in preventing the 

fraudsters from duplicating the bank account’s 
information onto another card, similar to the 

‘chip cards’. The basic difference between 
‘Chip Card’ and ‘Tokenization” is, that while 

chip cards protect against fraud that occurs 

when someone pays at a physical store, 

tokenization is primarily designed to prevent 

online or digital breaches. 

Tokens can be generated through 
mathematically reversible algorithms, one-way 
non-reversible cryptographic functions, or static 
tables mapped to randomly generated token 
values 

Historically, encryption with reversible 
cryptographic ‘keys’ was the preferred method 
of protecting sensitive data. 

Encryption may be defined as ‘the 
transformation of data into a form unreadable 
by anyone without a secret decryption key. The 
purpose of encryption is to ensure privacy by 
keeping the information hidden from anyone for 
whom it is not intended. E.g. one may wish to 
encrypt files on a hard disk to deny an intruder 
from reading them. Some examples of end-to-
end encryption are VPNs, Apple’s 
imessage, feature, and other messaging apps 
like WhatsApp. 

Off late, increasing number of organizations 
and payments experts are shifting to 
‘Tokenization’ from encryption, as ‘tokenization’ 
is more cost effective and secure method of 
protecting and safeguarding the data or 
information. 

Globally, Payment processing industry is 
widely using ‘tokenization’.  The method allows 
users to store credit card information in mobile 
wallets, ecommerce solutions and POS 
software allows the card to be recharged 
without exposing the original card information. 

The technique of ‘tokenization’ has wide 
usage in payment processing industry in three 
different ways namely, 

1. For Recurring Payments  and 
Subscription Billing 

2. For payments made on E Commerce 
sites  
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3. NFC Mobile wallet payments like Apple 
Pay and Android Pay.  

Importance of tokenization 

1. Tokenization helps protect businesses 
from the negative financial impacts of a data 
theft. Even in case of breach, personal data is 
not shared. Tokenization may not be able to 
protect businesses from a data breach but it 
effectively reduces the financial fallout from any 
potential breach. 

2. Tokenization helps the businesses in 

developing trust with their customers. Even in 

case of data breach, using advanced security 

such as tokenization customer trust is retained. 

Consumers do not like their payments data 

being shared with people of dubious intentions. 

Demonstrating a strong commitment to the 

security of customer data is appreciated by 

consumers. 

3. Tokenization helps in compliance of 
industry regulations viz Businesses that accept 
credit and debit cards need to be in compliance 
with the Payment Card Industry Data Security 
Standard (PCI DSS). 

Tokenization addresses requirement set no. 3 
of PCI DSS, which relates to protection of 
cardholder data at rest. PCI DSS standards 
intend to reduce retention of sensitive data and 
safely govern its storage and deletion. 
Tokenization satisfies this critical requirement 
by never letting sensitive cardholder 
information touch systems. 

Working with a PCI-compliant vendor offers a 
smart approach for payment security to the 
institutions. Leading payment technology 
companies offer tokenization as part of their 
payment processing services. That lets the 

institutions focus on growing business while 
payment partner reduces red tape to help keep 
the business with PCI DSS requirements. 

4. The technology behind tokenization is 
essential to many of the ways we buy and sell, 
today. From traditional e-Commerce to a new 
generation of in-app payments and from secure 
in-store point of sale acceptance to payments 
on-the-go, tokenization makes paying with the 
devices easier, safer and cost effective. 

The rising popularity of in-store payments 
with customers' mobile devices features 
tokenization. When consumers pay with a 
mobile wallet such as Apple Pay or Google 
Pay, their personal credit card data is stored on 
their phone as a token. Additional security 
comes from smart-phones themselves with the 
additional layer of biometric security and other 
advanced authentication measures. 

In payment process industry, ‘Tokenization’ 
is a said to be cornerstone to e-Commerce by 
making payments safer and improving user 
experiences—whether online, mobile or in-app. 

Some of the Examples of tokenization in 
contemporary businesses  

1. Apple Pay: In Apple pay which is a 
popular mobile payment service, a user 
snaps a photo of their card which is 
then usable via the Apple Pay mobile 
wallet. The details are sent from the 
issuer, which then replaces the 
sensitive payment details with a token. 
Apple programs the random token onto 
the phone, which protects the actual 
credit card credentials from being 
hacked by fraudsters. 

2.  Android Pay, It is another popular 
mobile payment service. The payment 
mechanism is similar to apple pay 
where after uploading card information 
into the mobile payment app, Google 
creates a temporary token that 
replaces the card account number — 
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further protecting the user’s payment 
credentials. 

Tokenization is also used across numerous 
apps, to name a few ‘Master Pass’ and ‘Chase 
Pay’ are two payment services available 

online and in-app that tokenizes sensitive 
data. 

Popular payment apps like ‘Venmo’ and 
booking services like ‘Uber’ and ‘Lyft’ also 
tokenize payment card data uploaded onto the 
app in order to protect cardholder credentials in 
case of a breach. Tokenizing this information 
also provides for a more seamless checkout 
experience since users can pay without having 
to enter credit card information each time, the 
card is used. Retailers are increasingly 
adding digital payment checkout options on 
e-Commerce sites to provide this same benefit. 

Conclusion  

In the banking and payment process industry 
with the fast changing business environment 
led by rapid changes in technology, the risk 
management related to various forms of 
transactions is becoming a challenging task for 
the institutions.   

In this direction the experts are coming out with 
innovative and newer techniques, methods and 
technologies to overcome the challenges posed 
by the changing business environment. One 
such latest method, which is catching the eye in 
the Banking Industry’ in general and Payment 
Processing Industry specifically is 
‘Tokenization’.  

Tokenization is proving to be a cost effective 
and secure way for mobile banking apps, e 
commerce transaction, POS machines 
transactions and in payment process etc. 

M.H. Ali 
FIC, STC Noida 
--------------------------------------------------------------- 

 

 

Book Review of the Month 
 

Title of the Book: “INSIDE-OUT 

LEADERSHIP” 

Reviewed by:  Dr. Jayakumar.A, Faculty-in-

charge, STC, Trichy 

About the Author: The author Mr.Rajiv Vij is 
CEO at 33, Regional Head at 36 and left it all at 
39 to pursue his calling to embark on a journey 
of personal growth and of helping others in 
theirs. He is a Life and Executive Coach, 
Author and Speaker. A Master Certified Coach 
(MCC), he works with leaders in business, 
public service and the social sector, based 
across Asia-Pacific, to help them discover and 
fulfill their potential.  
He started his coaching practice in 2006, he 
served as Managing Director, Asia for Franklin 
Templeton. He works with senior leaders of 
several Fortune 500 companies and other large 
organisations across Asia and India. He has 
been a coach to successful industry leaders 
like Arun Nanda (Chairman, Mahindra 
Holidays), Harsh Mariwala (Chairman, Marico), 
Rajesh Jejurikar (Executive Director, Mahindra 
& Mahindra) and Sanjay Gupta (former 
Chairman, American Express India). He 
addressed 150 of our top leaders in a recent 
leadership event. He is an effective presenter 
whose personal experience of coaching senior 
leaders gives him an authentic voice on the 
subjects of personal leadership, personal 
mastery and personal purpose. He is also the 
author of Discovering Your Sweet Spot: A Soul-
searching Guide for Creating the Life You 
Really Want.  

Book Review: The book eyes on a Thoughtful 
look at leadership”. “INSIDE-OUT 
LEADERSHIP” is founded on the principle of 
deep personal development. In his cover page, 
it has 16 radical insights successful leaders 
which they had discovered sooner.  

The author describes how deepening your self-
awareness, learning to regulate your emotional 
triggers and reforming your conditioned beliefs, 

http://blog.goemerchant.com/make-online-payments-easier-customers/
http://blog.goemerchant.com/make-online-payments-easier-customers/
http://blog.goemerchant.com/seamless-customer-experience-mobile-payments/
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aligning your life and work to a higher purpose, 
and consistently taking personal responsibility 
for your actions not only makes you an 
inspirational leader. He believes the path to 
outstanding leadership lies in embracing the 
journey we take within ourselves. This also 
directly contributes to your personal happiness, 
balance and fulfilment. The book describes a 
clear pathway for leaders to discover and fulfill 
their potential.  

The author illustrated in his book, the centrality 
of self mastery in one’s leadership journey. The 
book reveals the powerful inner journey of self-
discovery that has worked for so many leaders 
and shares empowering insights, tools and 
practical ideas to support you in discovering 
your own greater self—both as a leader and as 
a person.  

The ideology of the book comprises of inside-
out approach such as professional battles, 
reforming others to changing self, busyness to 
thoughtfulness, delivering results, assertive and 
authentic outcomes, empowered coach, 
breakthrough connects, experiencing peace, 
pursuing direction, mindful responses, 
workaholics to holistic well-being and balance, 
etc. The author has applied the Inside-Out 
Approach in various insights viz., Impact, Heart, 
Mind, Soul, wisdom and balance.  

This inspiring book is a must read for aspiring 
persons who wish to be authentic and impactful 
leaders. The book shows us how to grow 
leadership by strengthening our inner self. The 
book offers great practical tips for current and 
potential leaders. This is a timely book charged 
with leading and making a difference. The book 
is recommended for all rungs of leaders & 
management trainees.  

Management Lessons for Bankers 

1. Leader is a self assured executor, a 
thinker or a doer or a pragmatic 
manager, a risk-taker or risk averse. 
This works out with people who 
possess complementary skills, self-

confidence and awareness on risk 
taking ability.  

2. Great leaders build their focus on inner 
transformation, thereby empowering 
them to take control of their life and 
their learning. 

3. Every successful leader has setbacks 
and failures in life. Persons in this 
process should recognize negative 
emotions, finding peace with feelings, 
eliminate suppressions by exploring 
how to move on and what to do next.  

4. Inside-out leadership brings the 
followership engaging team members 
in a collective vision and pathway to 
achieve it in an organization platform.  

5. Leadership is an understanding of life 
which cannot differentiate professional 
effectiveness and personal 
effectiveness.  

6. Leadership drive-in more towards 
being controlling or empowering, 
perfectionist, detailed orientation and 
reputed skills in an organization.  

7. Examining ourselves in an objective 
way and necessary amendments shall 
take place in personal biases, 
dysfunctional behaviours, and limiting 
beliefs turns a person as a leader.   

8. In leadership outlook, leaders always 
depict vision & values, attitude, 
resilience, compassion in times of 
crisis. 

9. Leadership in a broader context is a 
motivational and supportive journey 
with a long term perspective / goals, 
contribution to society and level of 
fulfilment.  

10. At last, in an organization, amidst job 
roles, junior management roles are 
about managing tasks, specific 
activities like carrying out field 
operations or responding to customer 
queries. Middle management is about 
managing processes and comprising 
several tasks. Senior management 
roles are about managing people and 
issues, aligning teams, organisational 
vision, instituting systems to nurture, 
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retain and grow talents in a wide 
employer base and so forth.  

 
 

 

 

 

--------------------------------------- 

DO YOU KNOW? 

IndOASIS Campaign 

Campaign for increasing enrolments on 

Mobile Banking (IndOASIS) from 01.11.2021 

to 31.12.2021 

With an endeavour to promote digital payments 

and provide 24*7 accesses to the banking 

needs of our customer, it is envisaged to 

conduct a Pan-India campaign for increasing 

enrolments on Mobile Banking (IndOASIS) from 

01.11.2021 to 31.12.2021.  (Ref: Help Desk) 

--------------------------------------------------------------- 
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