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|  DIGITAL ARREST

Dear Comrades,

In recent times, fraudsters have been impersonating

law enforcement or government officials to
intimidate individuals and extort money. These
scams are among the most frequently reported cyber

frauds to the Indian Cybercrime Coordination Center.

In this digital age, staying informed and vigilant is
crucial, as fraudsters continually innovate new ways
to deceive individuals. To raise awareness among our
comrades, we have provided a detailed explanation

of how these scams operate.

Context: Indians lost Rs 120.30 crore in “digital
arrest” frauds in the first quarter of this year alone,

government cybercrime data shows.
Background:

« According to the Ministry of Home Affairs
(MHA), which monitors cybercrime at the
central level through the Indian Cybercrime
Coordination Centre (14C), digital arrests
have of late become a prevalent method of

digital fraud.
Key takeaways

- Digital arrests refer to a type of cybercrime

where  scammers  impersonate  law

enforcement officials to extort money from

victims by threatening them with arrest.

How the Scam Works

Initial Contact: Scammers contact victims via
phone calls, text messages, or socialmedia,
posing as officials from agencies like the
police, Central Bureau of Investigation (CBI),

or the Reserve Bank of India (RBI).

False Accusations:Victims are falsely accused
of crimes such as money laundering, tax

evasion, or cybercrime.

Intimidation: Scammers use threats of arrest

or legal action to instill fear in their victims.

Video Call Impersonation: Scammers may
arrange a video call, impersonating officials
and using official-looking backgrounds to

appear legitimate.

Demand for Payment: Victims are pressured
to pay a fine or bribe to avoid arrest or legal

consequences.

Data Theft: Scammers may also attempt to
steal personal information, such as bank

account details or passwords.

Many of those carrying out these frauds are
based in three contiguous southeast Asian

countries: Myanmar, Laos and Cambodia.

According to 14C, there are four types of
scams which are on the rise— digital arrest,
trading scam, investment scam (task based)

and romance/dating scam.



SEXUAL HARASSMENT OF WOMEN AT WORKPLACE

(PREVENTION, PROHIBITION AND REDRESSAL) ACT, 2013
(POSH ACT)

Context: The Supreme Court issued detailed Workplace Definition

directions to ensure effective implementation of -
the Sexual Harassment of Women at Workplace
(Prevention, Prohibition and Redressal) Act, 2013
(POSH Act), forimplementation across the states and

union territories.

Extends to private and public offices,
government institutions, NGOs, and even
the premises of employers such as vehicles
or any place visited by the employee during

work.

Background: - Internal Complaints Committee (ICC)

e The apex courtin a May 2023 judgment, had °
expressed its discontent that even a decade
after the enactment of POSH Act, serious
lapses continue to exist in its effective

enforcement.
Key takeaways °

e Enacted in 2013 to provide protection
against sexual harassment of women at the
workplace and ensure their right to work
with dignity.

e Definition of Sexual Harassment — As per the

Act, sexual harassment includes:

» Physical contact and advances.

Every employer is required to constitute an
Internal Complaints Committee (ICC) at each
office or branch with 10 or more employees.
The ICC is responsible for receiving and

addressing complaints of sexual harassment.
ICC Composition:

» Presiding Officer: A senior woman
employee.

» At least two members committed to
women’sissuesorhavinglegalknowledge.

» One external member from an NGO or

legal background.

e |CC’sRole:

» A demand or request for sexual favors. b Inquire into complaints.

FoaiDg SR gl eiote i oary » Recommend actions such as warnings,

» Showing pornography. salary deductions, termination, or other

» Any other unwelcome physical, verbal, or disciplinary measures.

non-verbal conduct of a sexual nature. Local Complaints Committee (LCC)
Scope of the Act e For establishments with fewer than 10

e Covers women working in both the employees or when the employer is the

organized and unorganized sectors. respondent, complaints are directed to an
e Includes regular, temporary, ad hoc, or daily LCC set up by the District Officer.

wage employees, trainees, apprentices, Complaint Mechanism:

and women working through a contract or e Complaints must be submitted in writing to

consultant.

the IC or LC within 3 months from the date

of the incident.



® |C/LC can extend this period by 3 months for Duties of Employers:

valid reasons. °

e The IC/LC must complete the inquiry within
90 days.

Punishment and Compensation:

e Disciplinary actions include written

apologies, warnings, reprimands,

Employers are required to provide a safe
working environment, display notices
about the penal consequences of sexual
harassment, organize workshops and
awareness programs, and assist in securing
the attendance of the respondent and

witnesses during the inquiry.

suspension, or termination of employment. Penalties:

e Compensation can be awarded to the .

aggrieved woman, considering the severity

of the harassment and its impact.

The Act prescribes penalties for non-
compliance, including fines and cancellation

of business licenses. It also provides for

punishmentforfalse or malicious complaints.
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